S.M.I. INTELLIGENCE ARCHIVE - Al BOTS & AGENTS - BRIEF 02

Guardrails: Keeping Autonomous Systems Honest

FREE EDUCATIONAL BRIEF - LEARN Al. UNCOVER THE DATA. PROTECT THE TRUTH.

SYNTHETIC }

The value of an agent comes from acting without you; the risk comes from exactly the same place. Guardrails
are the engineered limits that keep an autonomous system inside the envelope you intended — and they are the
difference between delegating work and gambling with your operations.

THE CORE GUARDRAIL PATTERNS

» Scoped permissions
Each agent gets the minimum tools, data, and accounts for its job. The refund agent cannot touch payroll.

» Hard limits
Numeric ceilings enforced outside the model: maximum spend per action, actions per hour, records touched per
run. The model cannot talk its way past code.

v

> Approval gates
Defined categories — payments over a threshold, external communications, deletions — pause for a human. The
gueue design matters: fast approvals keep autonomy useful.

» Audit trails
Every observation, decision, tool call, and result logged immutably. When something odd happens, you replay it,
not reconstruct it from memory.

» Kill switches
A tested, instant way to halt one agent — or all of them — that operations staff actually know how to use.

CALIBRATING AUTONOMY

Mature deployments tier actions: reversible and low-stakes runs free; consequential waits for approval;
forbidden is technically impossible, not merely discouraged. Over time, as an agent's decision log proves
reliable in a category, that category can graduate to autonomy — trust earned from evidence, which is precisely
the discipline SMI's Field Office simulation trains and the Automation Center ships.

THE ORGANIZATIONAL GUARDRAIL

Someone must own each agent: reviewing its log, tuning its limits, answering for its actions. An unowned agent
is an incident with a start date.

INVESTIGATOR'S TAKEAWAYS
» Enforce limits in code outside the model — never by instruction alone.
Tier actions: free, gated, impossible.

Immutable logs turn incidents into replays instead of mysteries.

Autonomy should be earned per-category from evidence.

Every agent needs a named human owner.

S.M.I. — Synthetic Media Investigator - Intelligence Archive - syntheticmediainvestigator.com/library PAGE 1
AI-ASSISTED CONTENT — DRAFTED WITH Al TOOLS, REVIEWED AND PUBLISHED BY S.M.I.



